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Challenges and Opportunities in
Smart Grid: A Position Article

This introductory article gives an overview of the concepts and purpose

of the Smart Grid and the important role of communications technology

in its development.

By GEORGE W. ARNOLD

ABSTRACT | This introductory article overviews the concepts
and purpose of the Smart Grid and the important role of com-
munications technology in its development. It identifies some
of the challenges and opportunities that are explored in more
detail in the articles that comprise this special issue.
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The electric grid was cited by the National Academy of
Engineering as the supreme engineering achievement of
the 20th century [1]. Affordable and reliable electric power
is fundamental to modern society and the economy. With
the pervasive application of electronics and microproces-
sors, reliable and high quality electric power is becoming
increasingly important. While the grid has benefited from
many innovations and improvements over the last century,
in some respects its basic design is little changed from the
days of Edison and Tesla in the 1880s (see Fig. 1).
Fundamentally, the grid is optimized to move electricity
generated at large, primarily fossil-fueled centralized
generating stations through a one-way transmission and
distribution system to consuming devices that have no
information about the cost of electricity or whether the
grid is overloaded. Modernization of this aging system has
become a major national priority for many countries
around the world.

Efforts to modernize the grid are motivated by several
goals. First, to make the production and delivery of elec-
tricity more cost-effective. Second, to provide consumers
with electronically available information and automated
tools to help them make more informed decisions about
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Fig. 1. Thomas Edison’s Pearl Street Generating Station,
New York, 1882.

their energy consumption and control their costs. Third, to
help reduce production of greenhouse gas emissions in
generating electricity by permitting greater use of renew-
able sources. Fourth, to improve the reliability of service.
Fifth, to prepare the grid to support a growing fleet of
electric vehicles in order to reduce dependence on oil.
Fig. 2 illustrates a conceptual model of the envisioned
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Fig. 2. conceptual model of the smart grid.
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future smart grid intended to achieve these goals. Some of
the goals are more important than others in some
countries. For example, in Japan, where power outages
at the distribution level average only about 16 min per year
per customer [2], reliability improvement is much less
important than it is in the United States where such
outages exceed two hours per year per customer [3].

Making the generation and distribution of electricity
more efficient and cost-effective is an important goal
because significant investments will have to be made in the
coming decades to replace aging facilities that are nearing
the end of their useful life. In the United States, about half
of electricity is generated from coal (see Fig. 2) [4], and
half of these generating plants are more than 40 years old.
They will need to be retired and replaced or modernized.
The Brattle Group has estimated that the investment
required in replacement or new generation is about $560
billion by 2030 [5]. Efficiency improvements can reduce
the amount of investment that will be needed. For
example, if greater efficiency in the transmission and
distribution system and in end use could reduce the need
for generation capacity by even a few percent, tens of
billions of dollars could be saved.

There are a number of ways to make the transmission
and distribution system more efficient. In most cases
today, there are no sensors in distribution grids that
communicate the actual voltages delivered to customers,
so systems must be operated based on estimates of losses
along the line. Deployment of automated sensors and
controls that permit dynamic optimization of voltage
levels and reactive power may permit reduction of
voltage levels by a few percent and reduce power
consumption [6].

Another source of inefficiency arises from the peaked
nature of electricity demand. Generation and transmission
capacity is provided to meet peak demand that occurs
infrequently, for example on hot summer afternoons in
areas where air conditioning represents a significant load.
Less than half of the generation capacity in the United
States comes from power plants designed to run all the
time to meet demand. The rest—which are much more
costly to operate—is in reserve to supply electricity during
periods of high demand. It is estimated that capacity to
meet demand during the top 100 hours in the year account
for 10 to 20 percent of electricity costs [7]. One of the goals
of the smart grid is to enable signaling between the
grid—using either dynamic pricing information or direct
control—to reduce consumption during peak hours and
shift demand to off-peak periods. The concept is very
similar to peak/off-peak pricing plans and flow control
protocols that have historically been used to smooth
demand in telecommunications networks. Dynamic pric-
ing can take many different forms, ranging from simple
schemes such as scheduled time-of-use pricing, to schemes
that set higher prices only during critical peak periods, to
real-time interval pricing based on wholesale market rates.
Evaluating which schemes are most effective is an im-
portant area of experimentation and research. Some pilot
programs have demonstrated that well-designed schemes
can achieve reductions in peak energy use and customer
savings across all income levels and are well-received by
customers [8].

Reduction in the investment that will be required to
replace aging generation and transmission facilities can
also be achieved by using electricity more efficiently.
Electricity is consumed by three categories of users:
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Fig. 3. United States electricity generation by source.

residential, commercial (e.g. office buildings), and indus-
trial (e.g. factories). Each category accounts for roughly
one-third of overall consumption [4]. Automation and
information technology have been employed for many
years to increase efficiency or curtail load when necessary
in commercial and industrial environments. However,
there has been little attention placed on residential
environments beyond demand response programs that
allow utilities, by agreement with customers, to control
devices such as air conditioners, pool pumps or hot water
heaters during periods of peak demand.

Consumers generally pay little attention to how they
use electricity because they do not receive any timely or
actionable information about their consumption. Smart
meters that electronically record interval data can provide
near real-time information about electricity usage and cost
to an in-home display or software application that allows
consumers to make informed choices about energy use and
control their cost. “Smart” appliances are being designed
by manufacturers to adjust their operation in response to
price or other signals, without inconvenience to con-
sumers and reduce usage during peak periods. For exam-
ple, a refrigerator could avoid going into a defrost cycle
during a time when demand and electricity prices are high.
A computer-based energy management system in a home
could receive dynamic pricing information over the
internet and adjust lighting, air conditioning, and appli-
ance operation in accordance with consumer preferences
to minimize cost.

In the United States, about 40 percent of the human-
caused emission of CO, is produced in the generation of
electricity [9]. If the power grid were just 5 percent more
efficient, the resultant energy and emissions reductions
would be equivalent to permanently eliminating the fuel
consumption and greenhouse gas emissions from 53 mil-
lion cars [10]. The need to reduce carbon emissions has
become an urgent global priority to mitigate climate
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change. Reducing the production of carbon dioxide in
electricity generation will require a variety of clean or
cleaner energy sources, including coal with carbon
capture and sequestration, natural gas, nuclear, hydro,
geothermal, biomass, and increased use of wind and solar.
Unlike conventional forms of generation, wind and solar
are variable in output and cannot be controlled. As
distributed forms of renewable generation such as rooftop
solar photovoltaic panels become more widely deployed,
utilities will need to have real-time information about
these systems to maintain reliable grid operation. Since
the grid must always maintain a real-time balance of load
and generation, a significant increase in the use of wind
and solar will require increasing use of storage and a
greater ability to modulate demand in order to keep the
grid in balance. The operation of the system, which today
is generally controllable and deterministic, will become
much more dynamic and stochastic in nature.

The reliability of the grid can be enhanced through the
deployment of sensors that provide real-time situational
awareness. Synchrophasors, now being widely deployed in
the United States transmission grid, will allow earlier
detection of and response to anomalies and make wide-
spread cascading failures less likely. Sensors in the grid
could also, for example, detect when a transformer is de-
teriorating and allow replacement before a failure occurs.
Remotely operated reclosers and sectionalizers can speed
service restoration following a failure. These and other
smart grid technologies can significantly reduce the fre-
quency and duration of power outages, which are esti-
mated to cost the United States economy about $80 billion
annually [11].

Many nations that rely heavily on imported oil are
concerned about the security of their energy supply. While
oil represents a very small proportion of the fuel used to
generate electricity, transportation is heavily dependent on
oil. Electric vehicles represent a promising approach to
reduce dependence on oil. A U.S. Department of Energy
study found that the idle capacity of today’s electric power
grid could supply 70% of the energy needs of today’s cars
and light trucks without adding to generation or transmis-
sion capacity—if the vehicles charged during off-peak
times [12]. The smart grid will provide capabilities to
monitor and manage the charging of electric vehicles to
avoid overloading the grid and minimize cost for
consumers.

In the United States, the transition to the smart grid
already is under way, and it is gaining momentum as a
result of both public and private sector investments. The
American Recovery and Reinvestment Act of 2009 (ARRA)
provided $4.5 billion of funding to help spur development
of the smart grid, including a Smart Grid Investment Grant
Program (SGIG) which provides $3.4 billion for cost-
shared grants to support manufacturing, purchasing and
installation of existing smart grid technologies that can be
deployed on a commercial scale. Significant smart grid
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efforts are also underway in other countries, including
China, the EU, Japan, Korea, and Australia, among
others.

The essential concept of the smart grid is the integra-
tion of advanced information technology, digital commu-
nications, sensing, measurement and control technologies
into the power system in order to achieve the benefits
described above. The smart grid evolves the architecture of
the legacy grid which can be characterized as providing a
one-way flow of centrally generated power to end users
into a more distributed, dynamic system characterized by
two-way flow of power (centralized and distributed) and
information.

Communications and information technology (IT) play
a critical role in the smart grid. The smart grid will ulti-
mately involve networking vast numbers of sensors in
transmission and distribution facilities, smart meters,
SCADA systems, back-office systems, and devices in the
home which will interact with the grid. Large amounts of
data will be generated by meters, sensors and synchro-
phasors. Techniques for managing, analyzing and acting on
this data will need to be developed.

The automation being applied to the electric grid is
similar in concept to the network management and ope-
rations support systems that were applied to the telecom-

munications network in the 1970s and 1980s. However,
applying IT and communications technology to the grid is
not straightforward because it must account for con-
straints that did not exist in automating the telecommu-
nications network. Unlike the telecommunications
network, which routes packets of information, the electric
grid routes power flows that are constrained by the laws
of physics. Some smart grid applications, such as SCADA
systems that control generators or substations, have
latency requirements measured in milliseconds and the
consequences of failing to deliver a control packet on
time can be catastrophic. Other applications in the smart
grid, such as communication of smart meter interval data,
have much less stringent requirements. Characterizing
the performance requirements for various smart grid
applications is critical to understanding which commu-
nications technologies should be used for various
applications.

Many suppliers from industry sectors that have not
historically had to work together, such as electric
equipment manufacturers, information and communica-
tion technology and service suppliers, and automotive
manufacturers provide the equipment and systems that
comprise the smart grid. Control systems operated by
different electric utilities whose networks interconnect
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will need to exchange information. Customer-owned smart
appliances, energy management systems, and electric
vehicles will need to communicate with the smart grid.
Standards defining the meaning, representation, and
protocols for transport of data are essential for this
complex “system of systems” to interoperate seamlessly
and securely.

Establishing standards for this critical national infra-
structure is a large and complex challenge.

Development of standards for the Smart Grid requires
efforts at national, regional and international levels. While
electric utilities typically operate within national bound-
aries, there are interconnections across borders, such as
between the United States, Canada, and Mexico in North
America, and among member states of the European
Union. In addition, many of the suppliers of equipment
and systems used in the smart grid are global companies
that seek to address markets around the world. Unnec-
essary variations in equipment and systems to meet dif-
fering national standards add cost, which eventually gets
passed on to consumers. International standards promote
supplier competition and expand the range of options
available to utilities, resulting ultimately in lower costs for
consumers.

In the United States, Congress recognized the impor-
tant role of standards and assigned the responsibility for
coordinating the development of interoperability stan-
dards for the U.S. Smart Grid to the National Institute of
Standards and Technology (NIST) through the Energy
Independence and Security Act of 2007 [13]. NIST, a
nonregulatory science agency within the U.S. Department
of Commerce, has a long history of working collaboratively
with industry, other government agencies, and national
and international standards bodies in creating technical
standards underpinning industry and commerce.

Technical standards for the smart grid are under devel-
opment by over 20 standards development organizations
(SDOs), most of them international in scope, including
IEC, IEEE, ISO, ITU-T, and IETF, among others. Since the
standards need to work together to support an overall
system, coordination of the standards work by the SDOs is
critically important. During 2009, NIST engaged over
1500 stakeholders representing hundreds of organizations
in a series of public workshops over a nine-month period to
create a high-level architectural model for the smart grid
(see Fig. 4), analyze use cases, identify applicable stan-
dards, gaps in currently available standards, and priorities
for new standardization activities. The result of this work,
“Release 1.0 NIST Framework and Roadmap for Smart
Grid Interoperability” was published in January 2010 [14].
To evolve the initial framework, late in 2009 NIST esta-
blished a new public/private partnership, the Smart Grid
Interoperability Panel (SGIP), which has international
participation. Over 640 companies and organizations are
participating in the SGIP. This body is also guiding the
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establishment of a testing and certification framework for
the smart grid [15].

NIST and the SGIP are also establishing cooperative
relationships with corresponding Smart Grid standardiza-
tion initiatives that are underway in other parts of the
world. In Europe, a European Joint Working Group for
Standardization of Smart Grids has been established in
which CEN, CENELEC, ETSI and the European Commis-
sion are participating. Japan has developed an initial stan-
dards roadmap for the smart grid and has also formed a
Smart Community Alliance, which has extended the con-
cept of the smart grid beyond the electric system to en-
compass energy efficiency and intelligent management of
other resources such as water, gas and transportation. The
government of South Korea has announced a plan to build
a national smart grid network and is beginning work on a
standards roadmap. In China, the State Grid Corporation
has developed a draft Framework and Roadmap for Strong
and Smart Grid Standards. International collaboration
among these efforts is underway through a recently-
established International Smart Grid Action Network
(ISGAN) under the auspices of the Clean Energy
Ministerial [16].

Ensuring cyber security of the Smart Grid is a critical
priority. Security must be designed in at the architectural
level, not added on later. A NIST-led Cyber Security
Working Group (CSWG) under the SGIP, consisting of
more than 450 participants from the private and public
sectors, has been leading the development of cyber
security guidelines for the Smart Grid. Release 1.0 of the
Guidelines for Smart Grid Cyber Security (NIST IR 7628)
was published in August 2010 [17]. Ongoing research is
needed to help ensure security of the grid. New threats will
continually surface, and ongoing development of new
technologies and methodologies to detect and mitigate
threats and vulnerabilities will continue to be a top priority
for smart grid efforts.

Government regulators are playing an important role in
these efforts to modernize the grid. Traditionally, regu-
lators have been charged with overseeing electric utilities
to ensure that electric service is affordable, reliable and
universal. Increasingly, regulators also need to ensure that
in meeting these goals, appropriate incentives exist to
deploy the new technologies and innovations required to
realize the smart grid. In the United States, the Energy
Independence and Security Act charges the Federal
Regulatory Energy Commission with adopting standards
“as may be necessary to insure smart grid functionality and
interoperability” when NIST’s work has reached sufficient
consensus [13].

Modernization of the electric grid is a significant long-
term undertaking that will span decades. It is quite
possible that future generations will look upon the work
now underway to develop the smart grid as the first great
engineering achievement of the 21st century. H
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